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Abstract:

Existing medical structures forpatients’ information storage
are not scalable sufficient for the increasing range of sufferers and
applications cloud computing is a promising platform for medical
information systems in order to reduce costs and improve acces-
sibility. Cloud computing concept is becoming one of the popular
IT infrastructures for enabling medical information system integra-
tion and sharing. The assurance of the pleasant of statistics used in
healthcare systems is an urgent need to assist the continuity and first-
rate of care. Identification of records exceptional dimensions in
healthcare clouds is a difficult issue as data pleasant of cloud-based
health information structures occur some problems such as the ape
propriateness of use, and provenance. The objective of this study
is to explore the recent state and developments of cloud computing
in healthcare area in term of implementation, benefits, challenges
and future directions. This study provides the importance of cloud
computing for the medical and health information system practical
usage. It shows how cloud computing deliver and contribute tob
wards in the medical and healthcare system. The outcomes of this
study assumed that human factors are very important, especially or-
ganization support which others considered as significant.

Key words: medical information system, healthcare, cloud comput-
ing, patients’ information.
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Introduction:

Cloud computing is the transfer of computing as a carri-
er alternatively than a product, whereby shared resources, soft-
ware program and information are furnished to computer  sys-
tems and other devices as a utility over the Internet. Cloud
computing gives computation, software, information access, and
storage services that do now notrequire end-user understand-
ing of the bodily location and configuration of the device that of-
fers the services. Parallels to this thinking can be drawn with
the electrical energy grid, wherein end-users have strength with-
out wanting to understand the thing devices or infrastructure re-
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quired to provide the service [1].

As healthcare equipment provides proper monitoring and pa-
tient health records are shared and collected utilizing cloud comput-
ing services like (SaaS, which stands for storage as a service, cloud
computing and health monitoring are increasingly being used in
tandem. Recently, IT resources and services are employed on a dai-
ly basis on a larger scale in all sectors, including stock, education,
the military, gaming, agriculture, and healthcare. The demand for
IT employment services has increased since the IT sector provides
services in a more authentic and practical manner than the conven-
tional one. There is now no precise overview of stream research,
regardless of various means of scattered registration in clinical con-
sideration. This paper’s motivation was to ascertain the situation of
research and the assessment of future of cloud services [2].

Distributed computing assumes the vital phase in the disci-
pline of clinical services as it gives the volume of offices, for ex-
ample, digital medical help, smart cloud prepared gadgets, insert-
ing away the medical records, on-request house on pay-more only
as prices occur model, and several appreciably greater facilities
[3]. Through distributed computing, there will be ease of series or
transferring of patient’s health record very easily, thru which
one can retailer not only the money and time but the gas also.
Keeping the current situation in mind, due to pandemic most hu-
mans are no longer allowed to gather at the equal time at the
hospital, which is very unstable and infectious, with the assist of
cloud net one can take advantage. It will be easy for medical doc-
tors to keep the data; no be counted how long it can stay [4].
1.1 Motivation
Traditional medical information system creation serves to inde-
pendent hospitals, so the hospitals face several difficulties in tradi-
tional medical systems such as:

- Lack of uniform standard data sharing, data storage and
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communication between systems.

- Large number of medical equipment such as ultrasound,

CT, radiology equipment, monitoring equipment, etc.,
producing a large amount of data of different storage
forms and encoding methods.

- High cost for independent construction It costs much for
any hospital to set up a complete platform combining all
aspects such as hardware, software, management, main-
tenance, for the existing HIS construction. Even for me-
dium and large hospitals, the independent construction
of HIS is a heavy burden.

- Difficult a separate medical information system for ad-
ministration, upgrades and maintenance separate man-
agement and maintenance of the hospital is required.
Problems that occur during operation, such as techni-
cal defects; improper use lack of software or specialists
needed to manage and maintain the medical information
system ongoing investment that brings high costs to hos-
pitals. but independent Each hospital requires separate
maintenance and upgrades to progress. Therefore, many
medical systems cannot receive sufficient technical ser-
vices [5].

- This paper is organized as follows: Section 2 introduces basic
background related cloud computing. Section 3 provides the
growing uses of cloud computing. The applications of cloud
computing in medical and healthcare and the benefits of cloud
adoption in medical and healthcare presented in Section 4 and
5 respectively. Section 6 provides the challenges of medical
cloud computing and Section 7 shows the advantage of cloud
computing in medical areas. Finally, conclusion and future
work are given in Section 8.

C loud Computing Background

The word “cloud” has different definitions, but it is frequently used

02023 pliy--14446,ilill saloa -ggpsirellg oolill 230l -81gium g1y Gosao drale -ojlill dlag m




Samar Abdallah- Eltayeb E. AbedElgabar- Abdelaziz Mahmoud

as an Internet metaphor (which is commonly illustrated as cloud
illustrations in many ICT textbooks). However, some people claim
that the term “cloud computing” was coined by Google CEO (Eric
Schmidt), who is reported to have spoken it during a conference in
2006 [6]. Depending on who you ask, there will likely be a variety
of offered definitions when looking for a definition of cloud com-
puting. An endless stream of definitions for cloud computing are
likely to come up in a quick Google search.
Some authors such as [7] [8] claim that there doesn’t appear to be
a single definition or industry standard for cloud computing. The
worldwide management consulting firm McKinsey did a study and
found 22 definitions of cloud computing [9].
It is probably safe to define it as a delivery method that makes use
of developments in ICT technologies like virtualization and grid
computing for remotely delivering a variety of services, such as
software and virtual hardware (as opposed to physical hardware),
provisioned (by data centers owned and operated by cloud pro-
viders and/or end users) according to user demands and through
public (like the Internet), private networks, or a mix (i.e., hybrid)
of the two delivery modes. The ICT services offered include:

- Business-related computer programs (software as a service —
SaaS).

- Fast and almost unlimited processing capabilities and large and
almost unlimited storage facilities (infrastructure as a service —
[aaS).

- Development tools and hosting options for clients preferring to
create and manage their own Web applications (platform as a
service — PaaS).

End users such as client companie, can utilize cloud software

placed on their own data centers (private clouds) or deployed on

their own data centers to access cloud computing services from
cloud vendors through their data centers whatever is public clouds
or hybrid clouds. Community clouds, a brand-new class of cloud
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computing service, are being promoted as a potential upgrade to the
existing cloud-based ICT delivery models. In community clouds,
cloud services can be offered typically by a single company and
used by a variety of businesses and professions that are related to
those of the offering organization. There are not many examples
right now to back up this strategy’s viability. In addition, this tech-
nology allows individual physical resources (servers, operating
systems, applications, storage devices, etc.) to be viewed as mul-
tiple logical resources Grid computing uses software to combine
the computing power of different computers connected to a grid to
solve a single problem, often a large amount of computing power
problem. Grid computing also uses software that allows parts of a
program to be split up and offloaded onto up to thousands of com-
puters Therefore, grid technology can be said to be a technology
that realizes network distributed parallel processing and distribut-
ed/large-scale cluster computing.

Cloud Computing Types

The types of cloud computing can be divided into four cat-
egorize as follows:

Public cloud is cloud computing delivered and shared over the
Internet across the organization. It is typically created from IT in-
frastructure not owned by the end user.

A private cloud is cloud computing that is dedicated to an orga-
nization Every cloud becomes a private cloud because the under-
lying IT Infrastructure is dedicated to a single customer and com-
pletely isolated access.

A hybrid cloud is an environment that uses both public and
private clouds orHybrid cloud characteristics are complex, and re-
quirements may vary. Depending on who you ask for example, a hy-
brid cloud should include at least one private cloud and at least one
public cloud; two or more private clouds; two or more public clouds
a bare metal or virtual environment connected to one or more pub-
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lic or private clouds.

A multi-cloud is a cloud approach consisting of multiple

cloud services, multiple clouds provider (public or pri-

vate). Can be consider all hybrid clouds are multi-cloud,

but not all multi-cloud is a hybrid cloud. Multiple clouds

become hybrid clouds are connected by some form of
integration orchestration.

Cloud Service Types

In cloud technologies, information is passed from clients to orga-
nizations across virtual data centers. This virtual data centers have
all the information to be process. Figure 1 shows the cloud com-
puting service. The cloud computing technology models as cloud
service types consist of [10].

. Software as a service known as SaaS.
. Platform as a service known as PaaS.
. Infrastructure as a service known as [aaS.

Figure 1: Cloud computing service

*Cloud computing service models:

Cloud computing has important three carrier models the place each
presents a huge variety of services for the users based on their de-
sires and demands. Infrastructure as a carrier (IaaS), Platform as
a provider (PaaS) and software program as a carrier (SaaS). In-
frastructure as a carrier delivers infrastructure as servers, oper-
ating systems on demand based totally on the users’ desires in-
stead than investing in the infrastructure. At the same time, IaaS
permits scaling the capacities of the infrastructure and sharing its
resources. For instance [11]:

. Amazon
. VMware: Vblocks to build clouds using VMware
infrastructure

. IBM cloudburst
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. Juniper.
. 3 Tera
. Rackspace

Platform as a service lets users to build applications over the Inter-
net with no any software license; to accomplish this, PaaS main-
tains applications developed over a web interface, extensibility,
database integration, team collaboration, and presenting and sub-
scription processing. For instance:

. Oracle

. IBM: blue cloud computing platform

. Google: enables developing application on data
centers

. AT&T

. Microsoft: windows azure

. 3Tera: cloud ware for offering applications

. NetSuite: suit cloud for on demand services

Software as a service, or SaaS, i1s software that is distributed and
deployed over the internet utilizing a pay-per-use business model
without the need for the user to manage upgrades or patches. SaaS
also provides integration across various software products. For in-

stance:

. SAP

. Oracle

. Salesforce.com: CRM solutions on the cloud

. Google: google applications like google calendar

and google docs

The growing uses of cloud computing

Numerous public cloud computing services are available. Many of
those perform a range of functions, including allowing customers
to instantly establish hundreds or even thousands of virtual com-
puters such as servers; gain unlimited storage space for their data;
and gain access to the necessary level of software functionality for
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Microsoft office package like word processing, spreadsheets, etc.
and business-related operations for example, CRM. In fact, one
could easily build their complete IT infrastructure in the cloud. A
small business from California called 3tera has created software
called AppLogic that can automate the development of intricate
corporate systems. A designer can utilize the software’s straight-
forward graphical user interface to drag and drop icons that rep-
resent conventional components onto a page in a Web browser.
Once the designer is ready, the software creates the virtual IT in-
frastructure in minutes with the click of a button [12]. In addition,
several cloud computing-based healthcare solutions have emerged
recently.

As noted in [13], increasing life expectancy has resulted in an ag-
ing population requiring healthcare in many developed countries,
but resources to meet these increased needs; medical specialists,
community support, and financial means are running low. This sit-
uation is challenging many healthcare providers are looking for
more innovative and cost-effective solutions to address this grow-
ing problem, therefore cloud computing has development poten-
tial some of the solutions needed to address these issues [14].

Figure 2: Key benefits of cloud computing in healthcare [2]

. Applications of Cloud Computing in Healthcare
medical ecosystem Large, diverse and high-
ly  complex  systems, including  health  insurance
Companies, hospital and doctor networks, laboratories, pharma-
cies, patients and other entities [15] and all that must work with-
in some state regulations. For this ecosystem to work effectively
and quickly, several critical information is exchanged quickly and
accurately between the two in a confidential and secure manner
between these entities secure Patient information is considered
sensitive and a privacy concern healthcare industry.
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Probably one of the reasons it’s negatively impacting the prog-
ress of healthcare’s migration to the cloud. Sharing should then
be handled with innovative technologies and tools enter the cloud.
But there are many other data, information and services. People
who can definitely benefit from collaboration because they use the
cloud. It can span cities, states, and even countries in the stream.
The scenario seems to be a private cloud implementation for the
first reason Security concerns and public infrastructure [15]. It
recommends laying out the layout first identify top priorities for
the healthcare industry and which cloud to evaluate. The comput-
ing aspect can be effectively applied to their advantage. In today’s
world increasing healthcare costs, the quality of services provided
to patients, view customers, data protection, data security and in-
tegrity, and disaster recovery As a top priority [16]. Some of the
unique features such as a scalable infrastructure, as a data center
that provides persistent data, so you can partially use the security
model, fast access to information, etc. These priorities can be ad-
dressed.
Infrastructure and dynamic scalability

As the customer base in the healthcare industry continues to
expand, providers of healthcare solutions are growing, and so are
their businesses. As business grows, organizations invest heavily
in more computers capacity and IT resources to meet growing de-
mand. These computing resources it is provided to accommodate
fairly complex and dynamic environments. With cloud Computing
now offers organizations an alternative to address this problem.
or the cloud offers Infrastructure-as-a-Service and Platform-as-a-
Service businesses a model that allows organizations to leverage
or adapt their existing infrastructure match your business and your
needs. Additional servers can be added or removed as needed in
the shortest possible time. Instead of storing data like hospitals
information, doctor networks, pharmacies, their locations, etc pri-
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vate on-premises servers that can be offloaded to cloud-based data
centers storage. Mainly software updates provider. This ultimately
frees up multiple resources and reduces costs of maintain them for
healthcare solution providers.

Since the cloud gives scalable infrastructure, the groups might
also be able to higher alter and optimize their resource capabili-
ty planning. For some of the clinics that are small to medium sized
and can’t have enough money large IT investments and body of
workers can take remarkable advantage from cloud computing
with their cost high-quality price structure and low value main-
tenance. An instance for this is Amazon’s S3 that gives scalable
storage structure [17]. The eHealth cloud is being constructed by
way of Telstra and the Royal Australian College of General Prac-
titioners and is expected to host healthcare functions such as
“clinical software, decision-support tools for diagnosis and man-
agement, care plans, referral tools, prescriptions, training, and dif-
ferent administrative and medical services” [18].

. Information Sharing

Health corporations do no longer feature in silo. They have
to continuously interact with different corporations as not-
ed above. A lot of statistics are despatched and received in orst
der to manner claims, provide purchaser guide services, new
member acquisitions, techniques issuer requests etc. In today’s
world providers store the EMRs in their own databases [Y4]. If
some of these facts can be moved to the cloud and shared across
these companies and structures, it may also lead to better and fas
ter coordination of offering and finally more client satisfaction.
A new product, Accenture and AT&T designed a cloud-based
system for medical imaging services, known as Accenture medical
imaging solutions [Y+]. The service is designed for healthcare
professionals to review medical images such as X-rays, MRIs and
CT scans so they can see more patients at once than they do today.
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The service will provide centralized management of these images
so healthcare providers can view, exchange and share them in a
faster and safer environment.

Availability

High availability of cloud services can only help healthcare orga-
nizations provide uninterrupted services with minimal downtime.
The cloud can be programmatically controlled, allowing near re-
al-time scalability. Clusters can be created with multiple nodes for
high availability [21]. And because resources are fixed at the start
of the compute, the workload can be adjusted to scale the applica-
tion up or down as needed. There are also predictions that manag-
ing health apps in the cloud will make them more widely available
all the time. This can significantly reduce maintenance costs.
Cloud monitoring tools

In addition to the rise of cloud computing, some third-party vendors
are also developingTools that can help monitor services provided in
the cloud Health care Organizations are working with these vendors to
adapt these tools.

The Benefits of Cloud Adoption in medical and healthcare
Healthcare cloud computing brings a new economic model, real-
ize certain benefits that benefit the general healthcare community
Through cloud adoption in health services, patients and healthcare
organizations will gain a huge advantage in the quality of service
to patients, Collaboration between healthcare organizations and
reduced IT costs in healthcare companies This collaborative ap-
proach makes health care possible Services work together to pro-
vide a faster and more efficient service Responses that contribute
to improving the quality of patient services by sharing Information
on health facilities. Therefore, hospitals, clinics, Imaging centers,
pharmacies and insurance companies can effectively share Patient
medical records, prescription information, x-rays, test results, doc-
tor’s recommendation, doctor’s availability,..etc. It’s available by
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authorized entities anytime, anywhere. All this information will be
used make decisions, get better diagnosis and treatment for better
treatment as a result, scheduling doctor’s appointments, speeding
up insurance approvals, and more. Considerable improvement in
the quality of service for patients. When you move to the cloud,
for medical institutions, there is another very important favourable
factor, what is the IT cost. By adopting a cloud model, all IT pro-
cesses will be migrated to a remote cloud computing infrastruc-
ture, all processes will be executed and stored. The cloud medical
application can allow these organizations only pay for what they
use; accordingly, there is no reason buy expensive hardware infra-
structure, software licenses or maintenance, training on-premises
personnel are responsible for maintenance, security, replication,
because the cloud computer vendors will take care of that. Human
life is priceless, medical resources are limited, consuming health
services cloud providers correspond to profitable concepts where
patients and health organizations benefit from this new technology
by improving patients provide quality of service through a highly
integrated distributed platform the medical processes and reduce
IT infrastructure investment or maintenance costs result in a better
healthcare environment.

* Cloud storage is the backbone of the platform, health data col-
lected daily from sensors such as blood glucose meters and blood
pressure monitors activity. The author reduced the cost of storing
and managing data adoption of cloud frameworks. Plus, an ac-
cess control module for multiple tenants is implemented between
tenant databases and shared databases to protect Security and pri-
vacy of patient data.

*The Healthcare Data Annotation Layer solve the problem of data
heterogeneitythatoftenoccursduringdataprocessingprocess. Differ-
enthospitals have different equipment, so data is generated frequent-
ly Heterogeneous, increasing complexity of automated health data.
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Interaction and understanding between medical institutions The au-
thor suggested one Open Linked Life Data (LLD) sets to annotate
personal health data, Integrate distributed data into patient-centric
patterns in the cloud application.

* Patient health record the health data stored in the cloud to sup-
port clinical decision making because similar historical data is a
valuable resource for treatment plan similar disease cases. The
mining algorithm is implemented to derive clinic routes from per-
sonal health data.

Figure 3 shows that each part is specially designed to handle pre-
defined part tasks and can be implemented to meet various medical
and healthcare needs. It has a cloud platform, cloud service, web
service API and a user interface. This stage can help practitioners
sending raw data to monitor and assess health status after process-
ing the information from the end user to the cloud then displayed
results to physicians [22] [23].

Figure 3: Plat form of cloud computing medical system
Challenges of medical cloud computing

The key features considered when designing and implementing
medical healthcare systems must address challenges related to
the following concepts:

*Data storage: there are big one’s electronic health records
require the involvement of many medical patients and hos-
pitals.

*Computationally efficient: required to form medical record
system model runs in scalable with minimal computation.

*Data exchange: medical information systems need doing
patients data exchange.

*Efficiency: a key requirement for medical and healthcare
systems is required more performance efficiency in terms of
scalability, computational complexity, and security.
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Table 1: Challenges of cloud computing in the
healthcare sector [24]

Challenges % Percentage
Technological 59%
Human 16%
Organizational 14%
Environmental 11%

Based on study [24] as shown in table 1, the tasks that cloud com-
puting produces are technological, human, organizational, and
environmental. The technological sector is more percentage than
other sectors. On the other hand, the environmental sector is the
less percentage.

. Advantage of cloud computing in medical areas

Medical cloud system is a flexible, stable and reliable system and
proves data sharing, storing and exchanging issues is available.
Thus, medical cloud systems can easily share cross different hos-
pitals. And can offers advantages as below:

Scalability: Always scale your nodes as needed. Add Node Net-
working is as easy as connecting a Linux box to your network and
copying a few configurations file. Hadoop also provides details of
available disk space cluster. So, according to this report, we can
decide to add node or not.

Cost effective: Linux nodes are always cheap. no need to invest
Not only the OS, but also the hardware has a lot to do with it.
Best Strategy: Hadoop Platforms Can Also Offer Distributed
Files. Also, a system that uses a joint allocation mechanism to find
the optimal strategy medical cloud search.

Replication: because the replication location service is included
in the MIFAS middleware data Can be saved in completed state
and data can be easily shared in various private Cloud.

Ease of management: Provides an easy-to-use management inter-

n 02023 piliy-.n1444 84l  saloq g uirellg olill 222l - d1gium &1)&ola0érole -roj.l.zi.ll alao




A review of cloud computing-based medical and healthcare system implementations

face and through them Interface simplifies setup and management
of private cloud environments at medical system. Moreover, the
goal of medical cloud system is not just access to medical image
files in the cloud Improve information sharing by sharing patients
and their caregivers.

Conclusion and Future Work

In this study we review the recent studies in cloud computing that
adopted in medical and healthcare implementation issues. In addi-
tion, the potential of using cloud computing in providing recently
in medical and healthcare presents several exciting opportunities
for professionals and organizations working in this field. We high-
lighted the cloud computing challenges in the medical and health-
care sector as well. By use of cloud computing for medical estab-
lishment systems offers opportunities for savings cost and advanced
solutions. The study shows the increasing interest in this area by
both medical and healthcare applications in cloud suppliers. The
future works may be launches the access for other factors to be
observed which may be developed from other studies perspectives
to discover unseen factors which may influence the cloud adoption
in medical and healthcare implementation. Moreover, analyzing
the culture of the population and how it influences the adoption of
the cloud in medical areas is very important. The security issues
can be considered as well. Moreover, Medical data storage using
Quantum aware blockchain is a new trend mentioned in [25].
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